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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING 

 

CS6551 Cryptography and Network Security Question Bank 

 

UNIT 1  INTRODUCTION & NUMBER THEORY 

 

 

PART A 

1. Specify the four categories of security threats. 

2. Explain active and passive attack with example. 

3. Define integrity and non repudiation. 

4. Differentiate symmetric and asymmetric encryption? 

5. Define cryptanalysis? 

6. Define security mechanism 

7. Define steganography 

8. Why network need security? 

9. Define confidentiality and authentication 

10. Define cryptography. 

11. Compare Substitution and Transposition techniques. 

12. Define Diffusion & Cnfusion. 

13. Define Multiple Encryption. 

14. Specify the design criteria of block cipher. 

15. Define Reversible mapping. 

16. Specify the basic task for defining a security service. 

17. Define network security. 

18. Define computer security. 

19. What are hill cipher merits and demerits? 

20. List-out the types of attack in ceaser cipher. 
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PART-B 

1. Explain the followings: 

a. Playfair cipher. (8) 

b. Vernam cipher in detail. (8) 

2. Explain simplified DES with example. (16) 

3. Write short notes on i) Steganography(16) 

4. Explain classical Encryption techniques in detail. (16) 

5. Write short notes on 

a. Security services(8) 

b. Feistel cipher structure(8) 

6. Explain the OSI security architecture. (16) 

7. a. Explain various transposition ciphers in detail.(8) 

a. b. Explain the basic principle of rotor machine. (8) 

8. Explain in detail about Feistel cipher with diagram. (16) 

9. a.Explain classical encryption techniques with symmetric cipher model. (12) 

b. Explain steganography in detail. (4) 

10. Convert “MEET ME” using Hill cipher with the key matrix Convert the cipher text back 

to plaintext. 

11. Write short notes on block cipher modes of operation 

12.  Discuss any four Substitution Technique and list their merits and demerits. (16) 

13. Explain in detail about various types of attacks. 

14.  Explain in detail about various services provided by X.800 

15. Explain in detail about various Mechanisms provided by X.800. 

16. Briefly explain the design principles of block cipher. (8) 

17. Write short notes on 

18. Fermat and Eluer’s theorem (8) 

19. (ii)Chinese Remainder theorem (8) 

(a) Fermat and Eluer’s theorem (8) 

(b) (ii)Chinese Remainder theorem (8) 

20. Discuss with neat sketch a network security model. (8) 
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UNIT II BLOCK CIPHERS & PUBLIC KEY CRYPTOGRAPHY 

PART A 

1. Compare stream cipher with block cipher with example. 

2. Differentiate unconditionally secured and computationally secured . 

3. . Define Diffusion & Cnfusion. 

4. What are the design parameters of Feistel cipher network? 

5. Define Product cipher. 

6. Explain Avalanche effect. 

7. Give the five modes of operation of Block cipher. 

8. State advantages of counter mode. 

9. Define Multiple Encryption. 

10. Specify the design criteria of block cipher. 

11. Define Reversible mapping. 

12. Specify the basic task for defining a security service. 

13. What is the difference between link and end to end encryption? 

14. What is traffic Padding? What is its purpose? 

15. List the evaluation criteria defined by NIST for AES? 

16. What is Triple Encryption? How many keys are used in triple encryption? 

17. List the schemes for the distribution of public keys. 

18. Drawback of 3-DES. 

19. . List out an evaluation criteria for round 2. 

20. List out the attacks to RSA.  

PART-B 

1. State and explain the principles of public key cryptography? 

2. Explain Diffie Hellman key Exchange in detail with an example? 

3. Explain the key management of public key encryption in detail? 

4. Explain RSA algorithm in detail with an example? 

5. Briefly explain the idea behind Elliptic Curve Cryptosystem? 

6. Explain Data Encryption Standard (DES) in detail. (16) 

7. How AES is used for encryption/decryption? Discuss with example. (16).List the 

evaluation criteria defined by NIST for AES. (16) 
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8. Using play fair cipher algorithm encrypts the message using the key "MONARCHY" and 

9. Explains the poly alphabetic key. (16) 

10. Explain 1.ceaser cipher 2. Mono alphabetic cipher 3.one time pad cipher (16) 

11. Explain the Key Generation, Encryption and Decryption of DES algorithm in detail. (16) 

12. Explain in detail the key generation in AES algorithm and its expansion format. (16) 

13. a. Explain single round DES with neat sketch.(10) 

a. b .Explain Double &Triple DES with keys. (6) 

14. Explain the block cipher modes of operation. (16) 

15. Explain the key management of public key encryption in detail. (16) 

16. Explain ECC Diffie Hellman key Exchange with both keys in detail with example. (16) 

17. Write about elliptic curve architecture & how they are useful for cryptography. (16) 

a. Write about key distribution in detail. (10) 

b. Explain the purpose of CRT. (6) 

18. Explain the different methods used in random number generation. (16) 

19. What are the requirements and applications of public key? Compare conventional with 

public key encryption. (16) 

20. (i) Identify the possible threats for RSA algorithm and list their counter measures. (8) 

(ii) Perform decryption and encryption using RSA algorithm with p=3, q=11, e=7 and 

N=5. (8) 

21. (i) Draw the general structure of DES and explain the encryption decryption process. (10) 

(ii) Mention the strengths and weakness of DES algorithm. (6) 

22. (i) Explain the generation sub key and S Box from the given 32-bit key by 

Blowfish. (8) 

(ii) In AES, hoe the encryption key is expanded to produce keys for the 10 rounds.(8) 

23. (i) Describe about RC4 algorithm. (8) 

(ii) Explain the Miller-Rabin algorithm. (8) 
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UNIT III HASH FUNCTIONS AND DIGITAL SIGNATURES 

PART A 

1. What is message authentication? 

2. Define the classes of message authentication function. 

3. What are the requirements for message authentication? 

4. Differentiate MAC and Hash function? 

5. Any three hash algorithm. 

6. What are the requirements of the hash function? 

7. What you meant by MAC? 

8. Differentiate internal and external error control. 

9. What is the meet in the middle attack? 

10. What is the role of compression function in hash function? 

11. What is the difference between weak and strong collision resistance? 

12. Compare MD5, SHA1 and RIPEMD-160 algorithm. 

13. Distinguish between direct and arbitrated digital signature? 

14. What are the properties a digital signature should have? 

 

PART-B 

1. Explain the classification of authentication function in detail. 

2. Describe MD5 algorithm in detail. Compare its performance with SHA-1. 

3. Describe SHA-1 algorithm in detail. Compare its performance with MD5 and RIPEMD-

160 and discuss its advantages. 

4. Describe RIPEMD-160 algorithm in detail. Compare its performance  

5. Describe HMAC algorithm in detail. 

6. Write and explain the Digital Signature Algorithm. 

7. Briefly explain Deffie Hellman key exchange with an example. (16) 

8. Write and explain the digital signature algorithm. (8) (ii) Explain in detail Hash 

Functions. (8) 

9. Compare the Features of SHA-1 and MD5 algorithm. (8) 

10. Discuss about the objectives of HMAC and it security features. (8) 
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11. How man in middle attack can be performed in Diffie Hellman algorithm.(4) 

12. Explain in detail EIGamal Public key cryptosystem. (8) 

13. Discuss clearly Secure Hash Algorithm(SHA) (8) 

14. Describe the MD5 message digest algorithm with necessary block diagrams. (16) 
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UNIT 1V SECURITY PRACTICE & SYSTEM SECURITY 

PART A 

1. Define Kerberos. 

2. What is Kerberos? What are the uses? 

3. What 4 requirements were defined by Kerberos? 

4. In the content of Kerberos, what is realm? 

5. What is the purpose of X.509 standard? 

6. List the 3 classes of intruder? 

7. Define virus. Specify the types of viruses? 

8. What is application level gateway? 

9. List the design goals of firewalls? 

10. What are the steps involved in SET Transaction? 

11. What is dual signature? What it is purpose? 

12. Give SSL record format? 

13. What is the need for authentication applications? 

14. Differentiate public key encryption and conventional encryption. 

15. Conventional encryption Public key encryption 

16. What is message authentication? 

17. Specify the requirements for message authentication? 

18. Specify the four categories of security threats? 

19. What do you mean by SET? What are the features of SET? 

20. Write any 3 hash algorithm? 

21. Define the classes of message authentication function. 

22. List out the four phases of virus. 

23. What is worm? 

24. What is Bastion host? 

25. What is a trusted software? 

26. Four general techniques of firewall. 

27. Three types of firewall. 
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28. List approaches for intrusion detection. 

29. What is intruder? 

30. What is mean by SET?  

31. What are the features of SET? 

32. What is Zombie? 

PART-B 

1. Explain in detail about KDC. 

2. Explain the different ways of public key distribution in detail. 

3. What is Kerberos? Explain how it provides authenticated service? 

4. Explain the format of the X.509 certificate. 

5. Explain the technical details of firewall and describe any three types of firewall with neat 

diagram. 

6. Write short notes on Intrusion Detection. 

7. Define virus. Explain in detail. 

8. Describe trusted system in detail. 

9. Explain the technical details of firewall and describe any three types of firewall with neat 

diagram. 

10. Write short notes on Intrusion Detection. 

11. Explain any two approaches for intrusion detection. 

12. Explain firewalls and how they prevent intrusions. 

13. Define intrusion detection and the different types of detection mechanisms, in detail. 

14. Explain the types of Host based intrusion detection. List any two IDS software available. 

15. What are the positive and negative effects of firewall? 

16. Describe the familiar types of firewall configurations. 

17. Explain Intrusion detection. 

18. Explain the firewall design principles. 

19. Name some viruses & explain it. 

20. Describe about trusted systems. 
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UNIT V E-MAIL, IP & WEB SECURITY 

PART-A 

1. Define key Identifier? 

2. List the limitations of SMTP/RFC 822? 

3. Define S/MIME? 

4. What are the different between SSL version 3 and TLS? 

5. What are the services provided by PGP services. 

6. Why E-mail compatibility function in PGP needed? 

7. Name any cryptographic keys used in PGP? 

8. Define S/MIME. 

9. What are the services provided by PGP services? 

10. Name any cryptographic keys used in PGP? 

11. What are the steps involved in SET transaction? 

12. List out the features of SET. 

13. What is security association? 

14. What does Internet key management in IPSec? 

15. List out the IKE hybrid protocol dependence. 

16. What does IKE hybrid protocol mean? 

17. What are the two security services provided by IPSec? 

18. What are the fields available in AH header? 

19. What is virtual private network? 

20. What is ESP? 

21. What is Behavior-Blocking Software (BBS)? 

22. List password selection strategies. 

PART-B 

1. Explain the operational description of PGP. 

2. Write Short notes on S/MIME. 

3. Explain the architecture of IP Security. 

4. Write short notes on authentication header and ESP. 

5. Explain in detail the operation of Secure Socket Layer in detail. 

6. Explain Secure Electronic transaction with neat diagram. 
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7. Write brief note on E-mail Security. 

8. Write brief note on IP Security. 

9. Write brief note on Web Security. 

10. Explain about PKI in detail. 

11. Describe about SSL/TLS Protocol. 

12. Explain in detail the operation of Internet Key Exchange with an example. 

 

 


